~
management # consultancy

International Academy for Security Management Training

IT Security Management Workshop

Introduction
This one-day programme, though non-technical in nature, provides a solid overview of the management
processes involved and the measures necessary to counter various types of information loss.

Who should attend
This workshop is designed is directed at both security professionals and those from other disciplines
responsible for protecting the information asset.

Course Content
e Information as a Corporate Asset
e Determining the Value of Information and Its Key Threats
e The Extent of Business Espionage
e Document Security and Storage Best Practices
e Classification of Information
e The Activities and Methods of Information Brokers
e Accidental and Deliberate Verbal Disclosure
e Communications Intercept Countermeasures and Technical Surveillance Countermeasures
e IT Threat and Risk Overview
e |IT Security and the Security Manager
e Developing an IT Security Strategy
e 15017799
e Liaison with IT Professionals
e Laptop Security
e Operational Resilience and Disaster Recovery

Course Outcome
Successful completion of this workshop will enable delegates to:
e Use a range of criteria to determine the value of information and the potential cost of compromise
e Formulate and execute a corporate programme for the protection of sensitive information
e Classify and protect sensitive information in accordance with information security best principles
e Differentiate between the terms trade secret, proprietary information, intellectual property,
copyright, registered trademark and patent
e Reduce the risk of technical eavesdropping in both a general environment and on special occasions
e Identify and understand the threats and IT assets that can be affected by inadequate protection
e Describe the basic elements and requirements of ISO 17799
e Contribute towards an effective organisational IT security management programme
e Liaise with IT staff on risks and protection in an informed manner

Venue
Oxfordshire - if required, we can arrange a special bed & breakfast rate at the training venue.

Accredited by Skills for Security, the UK skills and standards setting body for the Security Business Sector
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Please contact us for further information or click here to register
Precept Management Consultancy, P.O. Box 255, P.C. 112, Sultanate of Oman

Tel: +968 24497123, Fax: +968 24497222, E-mail: precept@omantel.net.om
Website: www.preceptmanagement.com



http://preceptmanagement.com/contact-us/
http://preceptmanagement.com/registration/
mailto:precept@omantel.net.om
http://www.preceptmanagement.com/

